VYkazpiBaeTcss HHPOPMALIUS O MEPOTIPHATHAX, TPOEKTaX M MPOrpaMMax, HallpaBJICHHBIX Ha
NOBBIIIEHHE HH(POPMAIIMOHHON IPaMOTHOCTH 00YYarOIIUXCS.

TekcT Ha cTpaHulle canuTa

HNudopmanuonHas naMsATKA 115 00y4Yar0HXCA

C KaXJpIM TOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ IIKOJIBHUKU OJHU M3 CaMbIX
aKTUBHBIX IoJb30BaTenel Pynera. Mexay TeMmM, IOMMMO OIPOMHOIO  KOJIHMYECTBa
BO3MOXKHOCTEH, HHTEPHET HECeT M MpoOJeMbl. DTa MaMsTKa JOJDKHA IOMOYb Tebe 0e30MacHo
HaXOAUTHCS B CETH.

KoMnbroTrepHblie BUPYChI

KomnproTepHslil BUPYC — 3TO pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOTrPamMM, OTIIMYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SBIISIETCA CLIOCOOHOCTD K pa3MHOKEHMIO. B ononHeHue k 3Tomy,
BUPYCBI MOT'YT MIOBPEIUTH WIIA NOJTHOCTHIO YHUUTOXKHUTh BCe (ailibl U TaHHbIE,
HOJKOHTPOJIBHBIE [10JIb30BATENI0, OT UIMEHH KOTOPOro ObLIA 3alylLEHa 3apaKEHHAs IPOrpamMma,
a TaKk)Ke MOBPEIUTh WIN AaXKe YHUUTOXKHUThH ONEPALlMOHHYIO CUCTEMY CO BCeMH (hailinamu B
1esioM. B GonbIIMHCTBE CilyyaeB pacpOCTPAHSAIOTCS BUPYChI YEPE3 HHTEPHET.

MCTOI[LI 3alIMUTHI OT BPCAOHOCHBIX IIPOTIpaMM.

1. Hcnonb3yli COBpPEMEHHBIE OIEPALIMOHHBIE CHUCTEMBI, HUMEIOLIUE CEPHE3HBI YpPOBEHBb
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocrostHHO ycraHaBnuMBail mnaTdd (IUGPPOBBIE 3aIIaTKH, KOTOPHIE AaBTOMATHYECKH
YCTaHABJIMBAIOTCS C IE€JbI0 JOPa0OTKM MpOrpamMMmbl) U Jpyrue OOHOBJIEHHS CBOEH
OTIepaIrMoHHON cucTeMbl. CKadynBail MX TOJBKO C O(UIMATBHOTO caiiTa pazpaboTdmka
OC. Ecnu cyiiecTByeT pesKuM aBTOMAaTHYECKOTO OOHOBIIEHUS, BKJIIOUH €T0;

3. Paloraii Ha cBoeM KOMITBIOTEpE TIO]] TIPaBaMH TOJIb30BaTENs, @ HE aJJMHHUCTpATOpa. JTO
HE TI03BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOIpPaMM HHCTANIUPOBATbC HAa TBOEM
IIEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonb3yl aHTUBUPYCHbIE NPOTPAMMHBIE NMPOIYKTbl M3BECTHBIX IPOM3BOAUTENIEH, C

aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

Orpannub GpU3NUECKUil JOCTYI K KOMIBIOTEPY AJIs IOCTOPOHHUX JIUII;

Hcnonp3yii BHEMIHNE HOCUTENN MH(OPMAIMH, Takhe Kak ¢uienka, AUCK Win ¢ailn u3

MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbiBail KOMIIBIOTEPHBIE (ailsibl, TOJYyYEHHBIE U3 HEHAJEKHBIX UICTOYHUKOB. J{axe
Te (hailiibl, KOTOpPbIE MpUCIIaN TBOM 3HAKOMBIN. Jlydiie yTouHu y HEro, OTHpPaBIIsul JIU OH
Tebe ux.

o u

Ceru WI-FI

Wi-Fi — 310 He BHJ mepenauu NaHHBIX, HE TEXHOJIOTHs, a BCErO JIMIIb OpeHn, Mapka. Eme B
1991 rony Hunmepnaniackas KommaHus 3apeructpupoBana Opern « WECA», uro o6o3Hadano
cioBocouetanue «Wireless Fidelity», KoTopblil mepeBoauTCst Kak «0eCIpOBOAHAS TOYHOCTDY.

Jlo Hamero BpeMeHHM Jouuia apyras abOpeBuarypa, KOTopast SBJISETCS TaKOW e TeXHOJOTHUeil.
Orto abbpeBuarypa «Wi-Fi». Takoe Ha3zBaHuWe ObUTO JaHO ¢ HAMEKOM Ha CTaHAAPT BBICIIUI
3BykoBoii Texuuku Hi-Fi, 4To B mepeBosie 03Ha4aeT «BBICOKAs TOUHOCTHY.



Ja, OecrmyaTHBI HMHTEpPHET-IOCTYN B Kade, OTENsIX M a’dponopTax SBISETCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOJIa B HUHTEpHET. HO MHOTHE AKCIEePThl CUUTAIOT, YTO O0IIen0CcTynHbIe Wi-
F1 cetu He sBiArOTCS O0€30IIaCHBIMU.

CoBeTsl 10 6E30IMACHOCTH paboTe B 00me0CTyYnHbBIX ceTax Wi-fi:

1.

He nepenaBaii cBOrO InuHyr0 HHpOpMAaIHIO yepe3 odmenoctynHbie Wi-Fi cetu. Paborast
B HUX, XKEJIATEJIbHO HE BBOJIUTH MAPOJIX JOCTYIIA, JJOTMHBI M KAKAE-TO HOMEPA;
Hcnonb3yih 1 OOHOBJISIH aHTHBHPYCHBIE NpOrpaMMbl M OpaHamMayep. Tem cambIM Tl
obe3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

[Ipu wucnonszoBanmu Wi-Fi otkmoun ¢ynkimuio «OOmmii goctyn k  ¢aimam u
npuntepam». JlanHasg ¢QyHKUMA 3aKpbITa 1[I0 YMOJYAHUIO, OJHAKO HEKOTOpbIE
N0JIb30BATENN AKTUBUPYIOT €€ /17151 yA00CTBa UCII0JIb30BaHMs B paboTe miu y4eoe;

He wucnons3yit nyonuussii WI-FI s nepenaun JuYHBIX JaHHBIX, HApUMEp s
BBIX0/1a B COLIMAJIbHBIE CETU WU B DJIEKTPOHHYIO IIOUTY;

Hcnone3yit Tonpko 3amuiieHHoe coenuHenue udepe3 HTTPS, a mwe HTTP, t.e. mpu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbsHOM Tenedone orkimoun gpysHkiuio «[lonkmouenne k Wi-Fi aBromatrueckmn».
He nomyckail aBroMaTHueckoro MmoJkiItO4eHus: yctpoiictBa k cersim Wi-Fi 6e3 TBoero
coryiacus.

ConmanbHbIE CETH

ConuanbHble CETU aKTHBHO BXOJST B HAIly KU3Hb, MHOTHE JIOAM PAaOOTAaIOT U JKUBYT TaM
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAp], YEJIOBEK, YTO SIBJISIETCS OJHOM
CeIbMOM BCEX JKUTeNed IUIaHeTsl. MHOTHE MONb30BaTeIM HE IMOHHMMAIOT, YTO WH(pOpMAaIus,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIeHa M UCIOJIb30BaHa KEM YI'OJHO, B
TOM YHCJI€ HE 00513aTENBHO ¢ OJ1aruMu HaMEPEHHUSIMH.

OCHOBHBIE COBETBI 10 OS30IACHOCTH B COMAJIBHBIX CCTAX!

1.

Orpanuyb COHCOK Jpy3eil. Y TeOs B Jpy3bsX HE JOHKHO OBITh CIy4YailHBIX |
HE3HAKOMBIX JIFOJICH;

3amuiiail cBOI 4acTHYIO *kH3Hb. He ykasbiBait maponu, TenedoHsl, ajpeca, 1aTy TBOETO
POXIEHUS U JIPYTYIO JIMYHYIO HHPOPMAIUIO. 3TOYMBIIUICHHUKH MOTYT HCIOJB30BaTh
nake nH()OPMAIIHIO O TOM, KaK Thl U TBOM POJUTENHN TUTAHUPYETE MPOBECTH KAHUKYIIbI;
3amuinaii CBOIO peryTaIfio — JIePKH €€ B YHCTOTE W 3ajaBail cebe BOMpOC: XOTel Obl
ThI, YTOOBI JpyTHE MOJIH30BATENN BUACIHU, UTO ThI 3arpyxaeib? [lomymail, mpexae yem
YTO-TO OMYOJIMKOBATh, HATIMCATH U 3aTPY3UTh;

Ecnu Tel roBOpHIIIB € JTIOJIbMU, KOTOPBIX HE 3HAEIlIb, HE UCTIONB3YH CBOE pealbHOE UMS U
JIPYTYIO TUYHYI0 WHPOPMAITUHU: UM, MECTO JKUTEIBCTBA, MECTO yUeOBI U TIpoUee;
U30Geraii pazmemienus ¢otorpaduii B IHTepHeTe, re Thl H300pa)keH Ha MECTHOCTH, IO
KOTOPOIl MO’KHO OIPEICITUTH TBOE MECTOIOJIOKEHHUE;

[Tpu peructpanmuu B COIHMAIBbHON CEeTH HEOOXOAMMO HCIOJB30BaTh CJIOXKHBIE IMapOIIH,
cocTosue u3 OyKB U MUQP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

Jns coumanbHOW CEeTH, MOYTHl M APYTHX CAaWTOB HEOOXOIMMO HCIONB30BaTh pPa3HbIC
naponn. Torma eciau TeOsI B3JIIOMAIOT, TO 3JI0YMBINUICHHUKH TIOIy4YaT JOCTYN TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

SHGKTpOHHBIe JCHbBI'H



DNEeKTPOHHBIE JEHBIM — OTO OYEHb YAOOHBIM CHOCOO TUIaTeXe, OJHAKO CYIIECTBYIOT
MOIIICHHHUKU, KOTOpLIe XOTAT HO.Hy‘-II/ITI: 9TU ACHBI'N.

SJ'IGKTpOHHBIC JCHbI'M TIOABUWJIIMCh COBCEM HCIABHO MW HMEHHO H3-3a 3TOI'O BO MHOTI'HX
rocyagapCTtBax 40 CUX IIOP HEC NPOMNHCAHO PO HUX B 3aKOHAX.

B Poccun ke oHu (yHKIMOHHMPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, IJIe UX Pa3AeisaioT Ha
HECKOJIBKO BUJI0B — QHOHMMHBIE U HE aHOHMMHbIE. PasHuIia B TOM, YTO aHOHUMHBIE — 3TO T€,
B KOTOPBHIX pa3pelaeTrcs NPOBOJAMTH OIEpauud 0e3 HISHTH(UKALWU TOJb30BaTeNs, a B
HEaHOHMMHBIX MJICHTU(UKALIUYU TT0JIb30BATENs SBIISIETCS 00s13aTEIbHOM.

Takxe cienyer pa3auyarh 3JI€KTPOHHbIE (PUATHBIE AEHbIU (PaBHBI FOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JICKTPOHHBIC HE(HUATHBIEC ACHBI'H (HE PaBHBI TOCYAAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 10 0€30I1aCHON padoTe C 3IEKTPOHHBIMUA ACHbIaMU:

1. IlpuBsxu Kk cuery MOOWIbHBIN TenedoH. DTO camblii yJI0OHBIM M OBICTPBIA CIIOCOO
BOCCTAHOBUTH J1OCTYN K cyetry. [IpuBsi3aHHbIi TenedoH MOMOXKeT, eciau 3a0yielb CBOH
MJIATEKHBIN MAPOJIb WM 3aiIeIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonp3yi onHopasoBble nmapousd. Ilocie nmepexosia Ha yCHIIEHHYIO aBTOPU3aLUIO Tebe
y>Ke He OyJIeT yrposkaTh OMAaCHOCTb KPaXKu WM IiepexBaTa IJIaTeKHOI0 HapoJis;

3. Boibepu cnoxuslii naposs. [IpectynHukam OyJeT He IPOCTO yrajaTh CIOXKHBIN Mapoib.
HanexxHble napoiu — 3T0 naposi, KOTOpble COIepKaT HE MeHee § 3HAKOB U BKJIFOYAIOT
B ce0s1 CTPOUYHBIE M NPOMHUCHBIE OYKBbI, HU(PBI U HECKOIBKO CUMBOJIOB, TAKUE KAaK 3HAK
noJutapa, pyHTa, BOCKJIMLATENbHbIN 3HaK U T.11. Hanpumep, StROng!;

4. He BBOJM CBOM JUYHBIE JAHHBIE HA CaliTax, KOTOPHIM HE JOBEPSECIIb.

SJ'ICKTpOHHa}I ImouTra

ONEKTpOHHAs MOoYTa — 3TO TEXHOJOTUS W IPEJOCTABISEMBIE €10 YCIYyI'M IO NEPECBUIKE U
MOJIyYEHHUIO JJIEKTPOHHBIX COOOLIECHHM, KOTOpBIE pAaCHpPENeNIIOTCsl B KOMIBIOTEPHOM CETH.
OOBIYHO ~ AJIEKTPOHHBIH  MOYTOBBIM  SAMMK  BBIVISIAUT  CIEAYIOLIUM obpazom:
UMs_TIONB30BAaTEeI(@UMsI_JoMeHa. Takke KpoMme TMepenadyd MpOCTOro TEeKCTa, HUMeeTcs
BO3MOXHOCTb IepeiaBaTh (paitibl.

OCHOBHBIE COBETHI IO 0€30I1aCHON padoTe C IIEKTPOHHON ITOYTOM:

1. Hano BBIOpaTh mpaBUiIbHBIA MOYTOBBIM cepBHUC. B MHTEpHETE €CThb OrpPOMHBIM BBIOOP
OecIUTaTHBIX TMOYTOBBIX CEPBUCOB, OJHAKO JIyyllle JOBEPSATh TE€M, KOTO 3HAellb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykasbiBall B JIM4YHOM moure JM4YHYI0 MH(popmanuioo. Hanpumep, mydine BbIOpaTh
«My3bIKaNBbHBIN _(panaT@» wm «pok2013» BmecTo «remal3y;

3. Hcnonb3yil OBYXATallHYI0 aBTOpU3ALMIO. DTO KOTAa MOMHMMO Mapojs HYXKHO BBOJUTH
KOJI, MpUChLIaeMblii 1o SMS;

4. BoiOepu cnoxHbIM maposb. Jls KaXIOro IMOYTOBOIO SIUKA JOJDKEH OBITh CBOM
HAJCKHBIH, yCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Ecim ectp BO3MOXXHOCTb HamucaTb CaMOMY CBOW JIMYHBIM BONPOC, HUCHOJIB3YH 3Ty
BO3MOKHOCTb;

6. Hcmonb3yil HECKONBbKO TMOYTOBBIX SIIMKOB. [lepBbIi is YacTHOM TEpPEnmucKd C
azpecaTaMi, KOTOPBIM ThI JIOBEpsielllb. DTO 3JIEKTPOHHBIM agpec He Ha/J0 MCHOIb30BaTh
IpU perucTpannu Ha Gopymax U caifrax;



7. He otkpeiBail (aiiiel 1 qpyrue BIOXKEHHS B MUChMaX JaKe €CIIM OHM MPHIIUTH OT TBOUX
npy3eit. Jlydiie yToYHH y HUX, OTIPABJISUIN JIM OHU TeOe AT (paiiib;

8. Tlocne okoH4aHHs pabOTHI HA IMOYTOBOM CEPBHCE IEPE] 3aKPHITHEM BKIAIKU C CAUTOM
He 3a0yp HaKaTh Ha « BRIATHY.

KubepOymuHT Ui BUPTYalIbHOE U3/1eBATEIbCTBO
KubepOymmuHr — mpeciieioBaHUe COOOIICHUSMH, COJCPKAIUMH OCKOPOJICHUS, arpeccuto,
3allyTMBaHUC; XYJIHUTaHCTBO; COLMAJILHOC 6OI7IKOTI/IpOBaHI/Ie C MOMOLIBIO PA3JIMYHBIX WHTCPHCT-

CCPBUCOB.

OcHOBHBIE COBETHI 10 0OPEOE ¢ KMOEPOYILIMHIOM:

1. He Opocaiics B 60ii. Jlydmuii cioco6: mOCOBETOBAThCS Kak ce0si BECTH U, €CIIU HET TOTO,

K KOMY MOXXHO OOpaTUThCS, TO BHadaje yCIOKOWUThCS. Eciu Thl HayHemb OTBEYaTh

OCKOPOJICHUSIMU Ha OCKOPOJICHUS], TO TOJIBKO elle OOJIbIIe pa30kKelb KOH(IHUKT;

VYmpasisii cBoelt kubeppenyTaiuei;

3. AHOHMMHOCT, B ceTh MHHMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

4. He cToMT BecTH XyJWUTaHCKUH 00pa3 BUPTYaIbHOU XU3HU. MHTEpHET (QUKCHpyeT Bce

TBOM JIEUCTBUS U COXPAHAET UX. Y JAUTh UX OyJeT KpailHe 3aTpy AHUTEIIBHO;

Cobmo1aii CBOM BUPTYaIbHYO YECTh CMOJIONY;

6. WrHopupyil eauHuuHblii HeratuB. OAHOpPa30Bbleé OCKOPOUTENIbHBIE COOOILEHUS JIydlle
UrHOpupoBaTh. OOBIUHO arpeccus MpeKpamaeTcs Ha Ha4yalbHOW CTa UM,

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMU COOOLIEHHSMH, B COLMAJIBHBIX
CeTSX €CTh BO3MOXHOCTH OJIOKUPOBKHM OTHPABKU COOOILICHUN C ONPEACTICHHBIX a/IpECOB;

8. Ecimm T1h1 cBuuerens kuOepOyjummHra. TBoum  JHEHCTBHS:  BBICTYHNHTb IPOTHB
npecieaoBarensi, I0Ka3aTb €My, 4YTO €ro JeMCTBHsS OLEHUBAIOTCS HETaTUBHO,
HOJ/IEPKaTh JKEPTBY, KOTOPOH Hy’>KHA MCHUXOJIOIHYecKasi IOMOIb, COOOIINUTh B3POCIIBIM
0 (akTe arpecCUBHOTO TTOBEJACHUS B CETH.

no
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MoobunbHbIi TenedoH

CoBpeMenHble cMapT(HOHBI U IUIAHIIETH COAEpKaT B ceOe BIOJHE B3pOCHbIM (yHKIMOHAT, U
TeNnepb OHM MOTYT KOHKYPHpPOBaTh CO CTallMOHApHBIMH KoMIlbloTepamu. OJHAKO, CpelCTB
3alUTHl IS IOJOOHBIX YCTPOMCTB MOKa OYEHb Majlo. TecTHpOBaHUE M MOUCK ySI3BUMOCTEH B
HUX IPOUCXOIUT HE TaKk MHTeHCUBHO, Kak aus IIK, To ke camoe kacaeTcss U MOOMJIBHBIX
MIPUIOKEHUN.

CoBpeMeHHbIE MOOWIIbHBIC Opay3ephl yKe MPAKTHYESCKH JOTHAIM HACTOJIbHBIC aHAJIOTH, OJJTHAKO
pacmpenre PyHKIIMOHaIA BIIEUET 32 COOOM OOJBIITYIO CII0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

I[anexo HC BCC TMPOU3ZBOAUTCIN BbIITYCKAIOT O6HOBJ'ICHI/I}I, 3aKPBIBAOIIUC KPUTUUYCCKHUC
YA3BUMOCTHU JId CBOUX yCTpOﬁCTB.

OCHOBHBIE COBETHI T 0€30aCHOCTA MOOWIIBHOTO TejiedoHa:

1. Hwuuero He siBasieTcs mo-HacTosIeMy OecraTHBIM. byab ocTopokeH, Bep Korna tebe
npeuiaraloT OecIUIaTHBIE KOHTEHT, B HEM MOTYT OBbITb CKpBITHI KaKHe-TO IIaTHbIE
yCIIyTH;

2. Nlymaii, mpexnae yeMm otmpaButh SMS, ¢oTto miu Buzpeo. Thl TOYHO 3Haellb, I€ OHU
OyIyT B KOHEYHOM UTOre?



3. HeoOxoammo 0OHOBIISITH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hOHA;
4. Wcnonb3yit aHTUBHPYCHBIC TPOTPAMMBI JIJIsl MOOMIIBHBIX TeIe()OHOB;
5. He 3arpyxaii mpuaokeHus OT HEM3BECTHOIO MCTOYHUKA, BEAb OHH MOTYT COJEPXKaTh

BPEJIOHOCHOE NPOrpaMMHOE 00ecTIeYeHue;

6. Ilocnme Toro kak THI BBHIMIEIIb C caiiTa, IIe BBOAWI JHUYHYIO HH(pOpMaIuio, 3aiiin B

HACTPOIKK Opay3epa u yaanu cookies;

[leprnomudecku mpoBepsiii KaKue IJIaTHBIC YCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEPE;

8. aaaii cBOif HOMEp MOOMIIBHOTO Telle()OHA TOJIBKO JIFOASM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIb;

9. Bluetooth nomken ObITH BBIKIIIOUEH, KOT/Ia THI UM HE MOJb3yenibes. He 3a0biBaii nHOT 1A
HPOBEPATH 3TO.

~

Online urpsr

CoBpeMeHHbIE ~ OHJIAHH-UTPBl —  3TO  KpPacO4YHbIE, 3aXBaTbIBAIOLIME  Pa3BJICUCHUS,
00BEAMHSIOIINE COTHU ThICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccineayroT NaHHBIA UM MUD,
00IIal0TCs APYT € APYTOM, BBIOJIHSIOT 3aJlaHUs, CPAXKAIOTCS ¢ MOHCTPAMH U TOJIYyYarOT OIBIT.
3a yZIOBOJILCTBUE OHU IIATAT: MOKYHArOT JUCK, OIUIAYMBAIOT a0OHEMEHT WJIM IpUOOpeTaroT
KAaKHe-TO OILHUU.

Bce 3t cpeacTBa UAYT Ha MOAACPIKAHUC U PA3BUTUC UI'PBI, 4 TAKKC Ha CaMy 0e30I1aCHOCTb:
COBCPHICHCTBYIOTCSA CUCTEMBI aBTOPU3allM, BBIITYCKAIOTCA HOBBIC IIaTYH (III/I(l)pOBI:;Ie 3aIllJIaTKH

JUISL IPOTPAMM), 3aKPBIBAOTCS Y3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUIrpax CTOUT OIIaCaTbCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPa>XH TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMA aBTOpHU3allun OOJILIIMHCTBA urp.

OCHOBHBIE COBETHI 10 0€30IaCHOCTU TBOET'O MT'POBOI'0 aKKAYHTA!

1. Ecnu npyroii urpok Beet cels MI0X0 WK Co3/1aeT Tede HeNPUATHOCTH, 3a0JIOKUpYil ero
B CIIUCKE UTPOKOB;

2. Tloxanyiics agMMHUCTpAaTOpPaM UIPHlI Ha IJIOXO€ MOBEJEHHE ITOr0 MIPOKa, JKEIaTeIbHO

INPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

He yxa3piBait muunyto nHdopmaIyio B mpodaise urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeodumanbHbIE MaTYU U MOBL;

Hcnone3yli CI0KHBIE U pa3HbIE TApOJIH;

Jaxe BO BpeMsi UIpbl HE CTOMT OTKIIOYATh aHTUBUpPYC. [loka Thl urpaemsb, TBOU

KOMIIBIOTEP MOTYT 3apa3uTh.

No ok ow

DumuHT WIN Kpaxa JUYHBIX TaHHBIX

OObIYHON Kpake JeHEer W JOKYMEHTOB CEroJHs YK€ HUKOTO HE YAMBHILIb, HO C Pa3BUTUEM
WHTEPHET-TEXHOJIOTUN  3JIOyMBIIIJICHHUKN IEPEMECTUIINCh B HHTEPHET, W MPOJOJIKAIOT
3aHMMATBHCA IFOOUMBIMY JETIOM.

Tak mosiBUIack HOBas yrpo3a: HHTEPHET-MOUIEHHHYECTBA MIIM (PUIIMHT, TJaBHAs IIe7b KOTOPOTO
COCTOHWT B TIOJIyY€HUH KOH(HICHIIMAIHHBIX TaHHBIX TOJIb30BaTENIel — JIOTHHOB M mapoJeil. Ha
aHrIMICKOM si3bike phishing uwuraercs kak ¢umunr (ot fishing — peibHas moBis, password —
MapoJib).

OcHOBHBIE COBETHI 0 0OpKOE ¢ HUIHHTOM:




1. Crenu 3a cBouM akkayHTOM. Eciii TBI 1o103peBaeiib, 4TO TBOSI aHKeTa ObLIa B3JIOMaHa,
TO HEOOXOJMMO 3a0JOKMUPOBATH €€ H COOOUINTH aJIMUHHUCTPATOpaM pecypca 00 3TOM Kak
MOXHO CKOpee;

2. Ucnonw3yii Oe3omacHble BEO-CalThl, B TOM YHCJE, HHTEPHET-Mara3MHOB U ITOMCKOBBIX
CHCTEM;

3. Hcmomp3yii crnoxHble W pasHble mapoin. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIUICHHUKH TIOJIy4aT JOCTYII TOJBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO
BCEM;

4. Ecnu TeOst B3IOMaIH, TO HEOOXOIUMO TMPEIYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE

no0aBJieHbl y T€0s B IpY3bsIX, O TOM, UTO T€OsI B3JIOMaJU 1, BO3MOKHO, OT TBOET'O UMEHU

OyZeT pacchiIaThCs CIIaM U CCHUTKY Ha (DUITMHTOBBIC CAMTHI;

YcranoBu HagexHbli napoib (PIN) Ha MoOunbHbI TenedoH;

Otximroun coxpaHeHue maposs B Opaysepe;

7. He oTkpsbiBaii ¢ailsipl 1 Apyrue BIOKEHUS B MHCbMaX Ja)KE€ €CJIM OHHM IPUILIN OT TBOUX
npys3ei. Jlydine yTouHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3T (paiiibl.

oo

[Mudposas penmyrarus

[udpoBass pemyTanus — 3TO HEraTWBHAs WM TO3UTHBHAs HMH(pOpMalMs B ceTu o Tebe.
Kommpomerupyromass uHGpOpManusi pa3MelieHHass B HHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpa3uThcs Ha TBOEH peanbHOM xu3HU. «L{udpoBas pernyTanus» — 3TO TBOM UMHK, KOTOPBIHA
dbopmupyetcs u3 nHPpopMauu 0 Tebe B HHTEPHETE.

TBoe MecTo KHUTENbCTBA, y4eObl, TBOE (DUHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIUINBACTCS B CETH.

MHorue mnOAPOCTKH JIETKOMBICIEHHO OTHOCSTCA K IyOJMKalMM JIUYHOW HHpOpMaLuu B
WHTepHere, HE MOHMMAas BO3MOXKHBIX MOCIEACTBUH. Thl 1ake HE CMOXEIIb JOrafaTrbcsi O TOM,
4To poTorpadus, pazmenieHHas 5 JeT Ha3ajd, cTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazmernienue TBoux ¢Gororpaduii u Apyrue JeHCTBUS MOTYT HE UCUE3HYTH JTaXKe
MocJie TOro, Kak Thl UX YJAIUIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty MHPOpPMAIUIO, Tomaia 1
OHAa B IIOMCKOBBIE CHCTEMbl M COXpaHWIACh JM OHA, a TIJaBHOE: YTO MOAyMalwT O Tebe
OKpYyKaroIlee JII0JIU, KOTOpble HalAyT W yBUIAT 3To. Haiitu mHpOpMammio MHOTO JET CIyCTs
CMOXKET JTI000M — Kak W3 JOOpBIX MOOYKIEHUM, TaK U C HAMEPEHUEM MPUYHHHUTH Bped. ITO
MOET OBITh KTO YTOJ/IHO.

OCHOBHBIC COBETEI 110 3aIIIUTE I_[I/Id)DOBOI\/'I peInyTanmvmn.

1. Tlomymai, mpexkae 4eM 4YTo-TO MyOJMKOBaTh W IepefaBaTh y ceOs B Oiore Wiaud B
COIMAILHOM CETH,

2. B Hactpoiikax mpoduis YCTaHOBH OTpaHMYEHHUS HAa MPOCMOTP TBOETO MPOUIS U €ro
COAEPKUMOTO, CIIENIald €r0 TOJIBKO I IPY3€iiy;

3. He pa3memaii u He yka3biBaii HH()OpMAITHIO, KOTOpask MOXKET KOTO-TH00 OCKOPOJIATh HIN
00MKATE.

ABTOpCKOE IIPaBO
CoBpeMeHHbIC MIKOJIBHUKH- AKTUBHBIE IIOJIb30BATEIN IMPPOBOro MpocTpaHcTBa. OgHAKO

JTAJIEeKO HE BCE 3HAIOT, YTO IOJIb30BAHHE MHOTHMH BO3MOXHOCTSIMH HU(POBOTO MHpa Tpedyer
COOIIIO/ICHHS TTPAB HA MHTEIICKTYaIbHYI0 COOCTBEHHOCTD.



TepMHUH «MHTEJUIEKTyalbHasi COOCTBEHHOCTb» OTHOCUTCSI K Ppa3MYHBIM  TBOPEHUSIM
YeJIOBEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH 1 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTM , W 3aKaHUYMBas KHHUTamH, (QoTtorpadusimMu, KUHOQWIBMaMU U
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE MpaBa — 3TO IIPaBa Ha HHTEIJIEKTYalIbHYI0 COOCTBEHHOCTh Ha MIPOU3BE/ICHUS HAYKH,
JUTEpaTypbl U HCKycCTBAa. ABTOPCKME IpaBa BBICTYNAlOT B KayeCTBE TapaHTUU TOIO, YTO
MHTEJJICKTYaJIbHBII/TBOPUECKHU TPy aBTOpa He OyIeT HalpacHbIM, JACT €My CIpPaBeJIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyJa, MOJYYHTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 0e3 paspelieHus aBTopa HE MOXKET BOCIIPOU3BOIUTE €T0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MNpPOAABaTh, HWMIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIUIHO
UCTIOJIHAT, TOKA3bIBATh/UCHIOIHATh B 3Upe UK pa3meniaTs B IHTepHeTe.

Hcnonp30BaHue «MUPATCKOr0» MIPOrpaMMHOr0 OOECeueHUs: MOXKeT NPUBECTH K MHOTUM
pHCKaM: OT MOTEpPH JAaHHBIX K TBOMM aKKayHTaMm J10 OJOKHPOBKHM TBOETO YCTPOWCTBa, I/
YCTAaHOBJICHHBIM HE JierajpHas nporpamma. He crtour Takke 3a0blBaTh, YTO CYLIECTBYET
JerajabHble U OecIIaTHBIE IPOrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane:
CereBU40OK.p() — TBOI I1aBHBIN COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O O€30MIaCHOCTH B

CETH MOHATHBIM M JJOCTYITHBIM SI3bIKOM, & IPY BOZHUKHOBEHUHU KPUTHUECKOM CUTYaIH
00paTUTHCS 32 COBETOM. A Tak)Ke MPUHSTH y4acTHE B KOHKYPCaxX U CTaTh CAaMBIM HU(POBBIM
rpaxaaHuHOM !

JHata obnoBnenus crpanuisl: 13.08.2021
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